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Shinji Tanaka

Vice President

Business Development Executive

Hylant Group, Inc.

Address : 24 Frank Lloyd Wright Dr., Ann Arbor | MI 48105

Telephone : 248-974-8580
E-mail : Shinji.Tanaka@hylant.com
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Vice President

Client Executive

Hylant Group, Inc.
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THE
HYLANT STORY

HYLANT MISSION STATEMENT

To strengthen and protect the businesses, employees and
communities of our client family by embracing them as our own.



HYLANT’S HISTORY

2006-2008 Elkhart, Irvine & Miami

. . offices open
Hylant Grand Rapids, Jacksonville Atlanta &

. Employee Administrative Nashville & Chicago | & Orlando Findlay Named to Business
Founded in Benefits Services (HAS) offices open offices open offices open | Insurance Best Places to
Toledo, OH is established is formed Work - 13 years in a row!

O

Becomes Detroit, Cleveland Cincinnati, Ann Hylant's 75th Hylant's 80th Hylant's 85th
Hylant MacLean & Columbus Arbor, Fort Wayne, Anniversary! Anniversary! Anniversary!
offices open Indianapolis & )
Bloomington offices open Beverly Hills

K office opens
 —— 1997-2002
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HYLANT BY THE NUMBERS

970+ EMPLOYEES
EEBEE : 970%i8

20,000 CLIENTS
DS5AT > MR 2%

95% YTD RETENTION
BEESE : 95%

$3B+ IN PREMIUM DOLLARS
B MERREL : $930/8 RIL

Ranked a Best Places
to Work in Insurance
for 14 years running.
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HYLANT JAPANESE PRACTICE
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Shinji Tanaka Mayuka Sherwin Tian Tian Yuriko Kyobashi Alex Zhu
Ann Arbor, M| Ann Arbor, M| Atlanta, GA Atlanta, GA New York, NY
248-974-8580 201-314-6993 201-245-8598 404-630-9150 201-247-2251
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Software AG
AfAlE. 2020/10/3(CSoftware AG%
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City of Atlanta

201848 (C$52,0000 B E&=xEK,
HHEUIER. TR ESNS$17MD
HWENFELE,

City of Baltimore
201948 (C B+ & L 7T$100,000D

Ewv RIOA > ZEK, #HeUITER.
$18M+DIRENFE.

BAN\—2mDERIR

HELLO DEAR SOFTWARE AG

YOUR NETWORK IS ENCRYPTED!

ALL YOUR FILES ARE ENCRYPTED!

Also a lot of sensitive data has been downloaded from your network.
For example:

This is a small part, about 10%.

If you ate, all data will be published for free download on our portal:
http:// .onion/ (use TOR browser)
mirror http:// . onion. dog/

r f1les back, contact us by email:

write to the chat at:

or
use TOR browser)

111 DO NOT ATTEMPT TO RESTORE OR MOVE THE FILES YOURSELF. THIS MAY DESTROY THEM !!!
CIOp-_n
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Cybercrime ,ossieioum

$6.9 billion

—

%4.2 billion
$3.5 billion
$2.7 billion

$1.4 billion

2018 2019 2020
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'I'ypes of fraud experienced, by industry

B
00

——
Industrial Financial Energy, utilities Retail and Government and Health Technology,
manufacturing services and resources consumer public sector industries media and
telecommunications
Cybercrime Gustomer fraud Procurement Gustomer fraud Cybercrime Cybercrime Gybercrims
fraud
o/, o/ o/ 1010/ 0 /
32 .‘l.o - 36% 50 -/6 li
//
Asset Cybercrime Cybercrime Asset Asset Aszzet Customer fraud /
misappropriation misappropriation misappropriation misappropriation §
o] o] 0, o/ 0,
Accounting/ Know-your- Supply chain Cybercrime Customer fraud Customer fraud Procurement
financial customer fraud fraud
statement fraud failure
(] /| =7 F
Source: PwC's Glabal Economic Crime and Fraud Survey 2022
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Claims frequency by company size (humber of employees)

8.8%

0% 2.5% 5% 7.5% 10%
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e ESHRZAA—)LEEER (Business Email Compromise)
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e SOUADIY (Ransomware)
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Percentage of claims by attack technique

Most common cyber incidents (% of
reported claims)

r_:|:||

Email/phishing

29%
Remote access

Ransomware " \
T T PR ... TR A 0 .3_1 ] o
Funds transfer f.aud 3rd Party . 69
A N NI G 8 s . 27% - ;

- : compromise Other social
Email compromise — engineering
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Brute force
(authentication)

19
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KEY: @ H12020 @ H22020 @ H12021

Average claim severity by category

S400K

$339K
S $247K
$215K r—

$200K $184K

$100K

$42K $37K I
6 I e
Ransomware Business email compromise (BEC) Funds transfer fraud (FTF)

Coalitiontt (fRIR&=1t) O#fEt
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First Party Coverage
(BttoiaEREBR)

Third Party Coverage
(BEEEDIBR)




First Party Coverage: Bt DIiE=
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Cyber Extortion
Incident Response (BREHEK)
(BERER)
Business Social Engineering |
Interruption (V—>2vI0I2S
(FILRIEE) —7ZU>)
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First Party (BttDEE)

Incident Response AN\ —RE(CHT DIEEERADNE. BARBORERVI AT - F—IDIEE,
(FHUIHER) ZOMICERELT. O, BHOEH. L, ISy NEZ4S—, IDE=
H—. EEHEEIY—BE. 2L,

Business Interruption/Extra Expense Business Interruption (FI#{RiR)
(FIZEERPR, BRIGESFMRER) YA\ —FRICKDIEFENMEIE, ZOR(CHRLE T HBIEE,
(RIRE : RFEEFELEPDORIAHFIEE + EIEEH)
Extra Expense (BRI EFEMiGER)
EXzRERE#RT S EDICHDERFER.
Bl - RES AT LHEGED) —REA. ITRYY IDEERE. AHBHSOZEHMER.

Contingent Business Interruption BHTERL, IS4V — - BEMNSA/I\—FEE(CEDTET. BHENITIREE
(1B FILRRIR) IE. ZOBICRE T DFIWEE,

FIRIBFBIRERICKERIFTE




Cyber Extortion
B &HK

Social Engineering
V=X NIV DT

PCI Expenses
RAAVII—F
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First Party (BttDiEE)
SRAFLA'EREROED., BIHDIES (CBREZHEK.
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) BITSAV—(CRDTHEL. RDFERE - IRITORRZIXNT,

L 2w hh— RigEPayment Card Industry(C K DHE.




Third Party Coverage: E=&Hi%(E
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Requlatory
Security Liability Penalties
(tF*a1VU5+HiE (RIBEEIH S DS
DEE{EETE) i)
> s
Media Liability
Privacy Liability (X5« 7EED
(BN BERFERC X BHESE)
DEEESE)
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Third Party (BE{EE )

Privacy & Network Security Liability HA)\—tF 1T+ OFREICLDFE T DEESIE,
B1) NIRRT,
fl) BRAETERSIKLC/ v A—-DHRA

NN SDEIER. TNICHIBEER - #FETER. 7L

R lat Fine/P Iti . .
et e (BRBI5e72 EH SO ZEEIN/ \— ENE A, )

AT« PHEBTRE I DEEESIE.

Media Liability Bl) V—S 0 )LAT 4 TR LT R St S,
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EEREEE A
SR REIS BRI BSOS BEIEEES
(Discover) (Breach Response) (Notification (Third Party Lawsuit)
Management)
BEXILER
; . . p I R
TEIAS N RADM i T —IBIBE s
(Assessment) (Forensics) (Negotiation) (Data Mining) (Recovery)
RFHEE LILS

Timeline (Reputational Damage/ PR)

15 15H 308




BAN—RIR (FRFEREIOBZR)

S1M $7,000 $12,000 $18,000 $25,000
S2M $14,000 $24,000 $36,000 $50,000 [~
S3M $21,000 $36,000 $54,000 $75,000
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80th Percentile 53,209,000

Investigation & Respo

$825,000

# Digital Assets / Data Restoration

£300,000

s (Contingent) Business Interruption

51,487,000

s Regulatory Costs

£159,000

s Legal Liability

e e [ . e $347,000




HEEFOXI ITETH
HAL K RF—A LARZDEFI

4

(Preparation)

EXECUTIVE
MANAGEMENT

FFIE
(Identification)

INCIDENT
LEAD

PR & COMPLIANCE & FO1AS
MARKETING LEGAL PRIVACY (L oot
FASTONEh SECURITY *E.g,%@‘
— . (Eradication)
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2. BRAZIADIEDRTIES
3. ITHPIDNGEES - I8EE - SADEE (Lesson Learned)
4. RROL—AFHEHE
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N o~ EH 22 v/

Multi Factor Endpoint Detection Backups: Frequency, E-mail Filtering and
Authentication and Response Encrypted, Offline, Web Security
Tested
v—
Jj v= D
Patch Management Incident Response Employee Training Service Accounts with
Planning and Testing limited domain
privileges
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